
%JCNNGPIGU
 12+ content in the songs lyrics. Swearing  

 and adult concepts in the provided music.
 Pornography, graphic content, suicide  

 notes.
 Tik Tok users can search for other users  

 to view or follow near their own location/city.
 User generated videos can be viewed and  

 shared onto other social media and  
 messaging apps increasing exposure.

 Bullying in comments.
 Users can publicise their messenger  

� WUGTPCOGU�QT�UQEKCN�OGFKC�RTQƂNGU�QP�VJGKT� 
� 6KM�6QM�RTQƂNG�

 Many underage accounts with large  
 amounts of followers.

 Easy for users to create multiple accounts  
 and hide them from their parents.

 Fake Tik Tok apps on the app store that  
 charge for download or offer followers.

016'��TikTok offers a live feature for users with
�����HQNNQYGTU�QP�VJGKT�RTQƂNG��6JKU�UGTXKEG�KU�
intended for ages 16+

*QY�&Q�+�&GNGVG�/[�6KM�6QM�#EEQWPV!
 Open the Tik Tok app and login. 
 Tap on the person icon at the lower right  

� QH�[QWT�UETGGP�VQ�QRGP�[QWT�RTQƂNG�
 Click on the three dots located in the  

 upper right corner.
 Click on ‘Privacy and Settings’.
 Click on ‘Manage my Account’.
 Add a phone number if you haven’t  

 already. 

6KM�6QM�KU�C�UQEKCN�OGFKC�RNCVHQTO�HQT�ETGCVKPI��UJCTKPI�CPF�FKUEQXGTKPI�UJQTV�OWUKE�XKFGQU��'XGT[�
FC[��OKNNKQPU�QH�RGQRNG�WUG�6KM�6QM�CU�CP�QWVNGV�VQ�GZRTGUU�VJGOUGNXGU�VJTQWIJ�UKPIKPI��FCPEKPI��
EQOGF[��CPF�NKR�U[PEKPI��6JG�CRR�EGNGDTCVGU�ETGCVKXKV[�YKVJ�XKFGQU�TGEQTFGF�KP����UGEQPFU�QT�NGUU�
CPF�UJCTGF�CETQUU�VJG�6KM�6QM�EQOOWPKV[� 

;QW�JCXG�VJG�CDKNKV[�VQ�OCMG�EQQN��UJQTV�XKFGQUsUQPIU�QT�UJQTV�FKCNQIWGU�s�VJCV�[QW�ECP�UJCTG�YKVJ�
VJG�YQTNF��CPF�RGQRNG�ECP�UGG�VJGO��6JKPM�/68�OGGVU�50.�OGGVU�MCTCQMG�OGGVU�&WDUOCUJ�OGGVU�
#OGTKECP�+FQN�OGGVU�+PUVCITCO�

� #�XGTKƂGF�RJQPG�PWODGT�KU� 
 a requirement for removing your 
 Tik Tok account.

 Scroll to the bottom of the page where it  
 says ‘Thinking about removing your  
 account?’ Tap it.

 Tap ‘Send Code’.
 Wait for the code to be sent.
 Enter the 4-digit code within 60 seconds  

 of it being sent to you. Then hit continue.
 Read over the implications of removing  

 your account. Hit continue if you agree  
 with the terms.

 Hit ‘Delete Account’. You’ll be logged out  
 and your account will be deleted.

*QY�&Q�+�$NQEM�C�6KM�6QM�#EEQWPV!
 Open the Tik Tok app and login. 
 Tap on the magnifying glass.
 Search for the user you want to block.
 Tap their name or photo.
 Tap on the ... icon.
 Tap ‘Block’.

*QY�&Q�+�4GRQTV�C�6KM�6QM�#EEQWPV!
 Open the Tik Tok app and login. 
 Tap on the magnifying glass.
 Search for the user you want to block.
 Tap their name or photo.
 Tap on the ... icon.
� 6CR�n4GRQTVo�CPF�ƂNN�QWV�VJG�WUGT�TGRQTV�
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%JCNNGPIGU

/KETQ�VTCPUCEVKQPU
There are opportunities for players to spend real 
money on items in the game.
Fortnite encourages a membership upgrade 
called a Battlepass, as well as in-game currency 
ECNNGF�8�$WEMU�VQ�DW[�DQPWU�KVGOU��;QW�ECP�DW[�
VJKPIU�NKMG�PGY�NQQMU�CPF�PGY�FCPEGU��/QUV�
RNCVHQTOU�CNNQY�[QW�VQ�DNQEM�KP�CRR�RWTEJCUGU�XKC�
parental controls, so be sure to set up yours if you 
FQPoV�YCPV�[QWT�MKFU�OCZKPI�QWV�VJG�ETGFKV�ECTF��
CRF recommends using a pre paid credit card or 
gift card for in-app purchases.

6JG�ICOGoU�QPNKPG�EJCV�HGCVWTG�
GURGEKCNN[�KP�
$CVVNG�4Q[CNG��ECP�GZRQUG�[QWPIGT�RNC[GTU�VQ�
offensive language, mature content and contact 
from strangers. CRF doesn’t recommend games 
YKVJ�QRGP�EJCV�HQT�MKFU�WPFGT����

*QY�FQ�+�VWTP�QHH�XQKEG�EJCV!
1RGP�VJG�5GVVKPIU�OGPW�KP�VJG�VQR�TKIJV�QH�VJG�
Fortnite home page by selecting the three bars, 
then the cog icon. Choose the audio tab at the 
VQR�QH�VJG�UETGGP��(TQO�VJGTG��[QW�ECP�CFLWUV�
several audio features, including voice chat. Turn 
the setting from on to off by tapping the arrows.
;QW�YKNN�PGGF�VQ�VCMG�UVGRU�VQ�OCMG�UWTG�[QWT�
EJKNF�KUPoV�GZRQUGF�VQ�VJG�KPCRRTQRTKCVG�NCPIWCIG�
QH�QVJGT�RNC[GTU�D[�MGGRKPI�VJGO�KP�UQNQ�OQFG�QT�
ensuring that they’re teaming up with friends. 

(QTVPKVG�KU�C�XKFGQ�ICOG�HQT�2NC[5VCVKQP����:DQZ�1PG��9KPFQYU��/CE�CPF�
OQDKNG�CNNQYKPI�WR�VQ�����WUGTU�RGT�ICOG�QPVQ�CP�KUNCPF�OCR�VQ�DWKNF�
UVTWEVWTGU��JWPV�HQT�YGCRQPU�CPF�GSWKROGPV��2NC[GTU�CTG�FTQRRGF�QPVQ�VJG�
ICOG�OCR�CPF�OWUV�EQORGVG�VQ�DG�VJG�NCUV�QPG�UVCPFKPI�
6JGTG�CTG�VJTGG�OQFGU�QH�RNC[�KP�$CVVNG�4Q[CNG��5QNQ��&WQ�CPF�5SWCF��

6Q�TGRQTV
Users can report other users for harassment, 
KPCRRTQRTKCVG�NCPIWCIG��DWNN[KPI�CPF�JCEMKPI�
,WUV�ENKEM|‘Email Us’|CPF�ƂNN�QWV�VJG�TGSWKTGF�ƂGNFU��
#HVGT�UGNGEVKPI�VJG|2TQFWEV|CPF|)COG�/QFG��
UGNGEV|4GRQTV�2NC[GT|CU�VJG|+UUWG�6[RG��6JKU�YKNN�
OCMG�UWTG�VJGUG�TGRQTVU�CTG�FKTGEVGF�VQ�VJG 
correct team.

If a user wants to delete a ‘friend’ within the game 
they can simply go to the icon on the top right of 
VJG�UETGGP�YKVJ�VJG�VJTGG�ƂIWTGU�CPF�UGNGEV�VJG�
WUGT�CPF�ENKEM�‘unfriend’��6JGTG�KU�PQ�YC[�VQ�DNQEM�
a user in the game. If a user is harassing another 
user they should follow the appropriate steps 
above to report them.

.KMG�CP[�QPNKPG�ICOG��(QTVPKVG�ECP�DG�C�RQUKVKXG�
UQEKCN�CEVKXKV[�VJCV�MGGRU�MKFU�EQPPGEVGF�VQ�VJGKT�
HTKGPFU�
PQV�VQ�OGPVKQP�C�ITGCV�RQVGPVKCN�DQPFKPI�
GZRGTKGPEG�KH�[QW�EJQQUG�VQ�RNC[�YKVJ�[QWT�EJKNF���
,WUV�DG�OKPFHWN�QH�UETGGP�VKOG�CPF�OQPKVQT�VJCV�
chat. We always encourage open conversations 
around privacy and personal safety.

(1460+6'
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41$.1:�KU�VJG�YQTNFoU�DKIIGUV�RNCVHQTO�HQT�GOGTIKPI�CPF�KPFGRGPFGPV�ICOG�FGXGNQRGTU��
CPF�VJG[�QHHGT�VJG�CDKNKV[�VQ�GCTP�TGCN�OQPG[�HTQO�VJGKT�ETGCVKXG�GHHQTVU�

41$.1:�KU�QRGP�VQ�RGQRNG�QH�CNN�CIGU��'CEJ�RNC[GT�UVCTVU�D[�EJQQUKPI�CP�CXCVCT�CPF�IKXKPI�
KV�CP�KFGPVKV[��6JG[�ECP�VJGP�GZRNQTG�41$.1:���KPVGTCEVKPI�YKVJ�QVJGTU�D[�EJCVVKPI��RNC[KPI�
ICOGU��QT�EQNNCDQTCVKPI�QP�ETGCVKXG�RTQLGEVU��'CEJ�RNC[GT�KU�CNUQ�IKXGP�VJGKT�QYP�RKGEG�
QH�WPFGXGNQRGF�TGCN�GUVCVG�CNQPI�YKVJ�C�XKTVWCN�VQQNDQZ�YKVJ�YJKEJ�VQ�FGUKIP�CPF�DWKNF�
CP[VJKPI��

016'��#NVJQWIJ�4QDNQZ�KU�RTKOCTKN[�HQT�EJKNFTGP��YKVJQWV�RGTOKUUKQP�HTQO�C�RCTGPV�QT�NGICN�
IWCTFKCP�VJG�CRR�KU�FGGOGF�����

41$.1:
#22 � (#% 6 5
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%JCNNGPIGU
The purpose of the game is for players to 
interact CPF�OCMG�HTKGPFU�YKVJ�QPG�CPQVJGT��
This is achieved by wandering around the 
QPNKPG�YQTNF�VQ�UVQR�CPF�VCNM�YKVJ�QVJGT�
players. The most dangerous aspect about the 
game is that it appeals most to young children 
under the age of 12 and therefore a very easy 
platform for predators to target them.

The game also allows players to invite each 
other into their online bedrooms and engage 
KP�UGZWCNKUGF�DGJCXKQWT��9JKNUV�VJGTG�CTG�PQ�
‘simulated’�UGZ�CEVU��VJG�KPUKPWCVKQP�KU�VJGTG��
/QTG�CFXCPEGF�RNC[GTU�CTG�CDNG�VQ�ETGCVG�VJGKT�
own online worlds for other players to enter, 
which often means that pornographic content 
can be uploaded for children to see.

6Q�TGRQTV�CDWUG�KP�ICOG�

 Click on the Menu button, located at the  
 upper left of the screen. This icon looks like  
 three lines stacked on top of each other.

 Click Report tab at the top of the menu.
 Click on the Which Player pull-down menu,

 and select which player to report.

 Click on the Type of Abuse pull down  
 menu, to select the inappropriate action.

 Additional details can be written in the  
 Short Description box.
� %NKEM�5WDOKV�VQ�ƂPCNKUG�

*QY�VQ�DNQEM�C�WUGT

6Q�DNQEM�C�4QDNQZ�OGODGT�IQ�VQ�VJGKT�RTQƂNG�
page. Under their character thumbnail, you’ll 
see a ‘More’�DWVVQP��*KV�VJG�DWVVQP��CPF�ENKEM�
‘Block user’��6JKU�CFFU�VJG�WUGT�VQ�[QWT�DNQEM�
list, which you can manage at any time within 
the ‘Privacy’ tab of the Account Settings page.

.KMG�CP[�QPNKPG�ICOG��4QDNQZ�ECP�DG�C�RQUKVKXG�
UQEKCN�CEVKXKV[�VJCV�MGGRU�MKFU�EQPPGEVGF�VQ�
VJGKT�HTKGPFU�
PQV�VQ�OGPVKQP�C�ITGCV�RQVGPVKCN�
DQPFKPI�GZRGTKGPEG�KH�[QW�EJQQUG�VQ�RNC[�YKVJ�
[QWT�EJKNF���,WUV�DG�OKPFHWN�QH�UETGGP�VKOG�CPF�
monitor that chat. We always encourage open 
conversations around privacy and personal 
safety.

App Fact Sheets available from 
the Carly Ryan Foundation. Please email:  
KPHQ"ECTN[T[CPHQWPFCVKQP�EQO
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Instagram is a photo and video sharing app that has been an almost exclusively 
mobile platform. Once the user has either taken/selected a photo or video they 
ECP�UETQNN�VJTQWIJ�VJG�GFKVKPI�ƂNVGTU�CPF�GZRGTKOGPV�YKVJ�VJG�DGUV�QPG�HQT�VJCV�
particular image.

INSTAGRAM

 TheCarlyRyanFoundation     @thecarlyryanfoundation   @TeamCarlyCRF

JHYS`Y`HUMV\UKH[PVU�JVT

13+
Age Rating in 
the App Store:

*QY�FQGU�KV�YQTM!
After the user has created an account they can follow 
other Instagram users and ‘like’ or ‘comment’ on their 
photos and videos. Instagram is owned by Facebook 
and accounts between the two can be linked to verify 
the users age and identity. 

Instagram accounts are public by default, but can be 
set to ‘private’ if the user wishes. If an account is set 
to public then it opens it up for any other user on 
Instagram to view. If the account is set to ‘private’ 
then only the users that follow the account are able to 
view it. Setting an account to private allows the user 
to choose who follows them, which gives the user 
more control of who is able to view their content.

Instagram is being used by young people to share 
their lives with their friends. Some challenges around 
the use of Instagram are young people taking 
PWFG�UGNƂGU�CPF�UGGMKPI�CVVGPVKQP�CPF�CEEGRVCPEG�
from strangers, bullying comments and the ability 
to access inappropriate photos and videos. It 
is important you know how to block and report 
inappropriate users on Instagram.

Privacy Settings
Account settings can be found by selecting the three 
FQVU�QP�VJG�TKIJV�JCPF�UKFG�QH�VJG�VQR�QH�[QWT�RTQƂNG�
page: 

 Scroll to ‘Privacy and security’
 Tap ‘Account privacy’
 Switch on the toggle ‘Private Account’

App Fact Sheets available from 
the Carly Ryan Foundation. Please email:  
info@carlyryanfoundation.com

We would recommend turning off the location 
function for the camera on the users mobile device. 

By doing this, it ensures that the location of where the 
photo was taken isn’t embedded in the image.
If location services are turned on for the camera 
then any one can drag and drop a photos geotag 
information into a Google search and locate exactly 
where the photo was taken. For most smart devices, 
this option can be toggled within their ‘Settings’ 
menu.

*QY�FQ�+�DNQEM�QT�TGRQTV�CPQVJGT�WUGT 
QP�+PUVCITCO!
 
To report a post:

Tap the three dots above the post
Tap Report and follow the on-screen instructions

6Q�TGRQTV�C�RTQƂNG�

6CR�VJG�VJTGG�FQVU�CV�VJG�VQR�QH�VJG�RTQƂNG
Tap Report and follow the on-screen instructions

Like any social media Instagram can be a positive 
social activity that keeps kids connected to their 
friends. Just be mindful of screen time and be 
aware of who they are connecting with. We always 
encourage open conversations around privacy and 
personal safety.

A P P  FA C T S
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Carly Ryan Foundation Inc 2020



Among Us is an online multiplayer social deduction game. The game 
takes place in a space-themed setting, in which players each take on one 
of two roles, most being Crewmates, and a predetermined number being 
Impostors. The goal for the crewmates is to use their detective work to 
vote out the imposters before they eliminate all the crewmates. 

AMONG US
A P P  FA C T S

9+
Age Rating in 
the App Store:

 TheCarlyRyanFoundation     @thecarlyryanfoundation   @TeamCarlyCRF

Although Among Us is suitable for ages 
9 and above, the game relies heavily on 
communication. It is always a good idea 
to make sure your child is supervised and 
understands how to stay safe before giving 
them access to a game that allows them to 
communicate with strangers.
 
Challenges

 Inappropriate usernames
 Abusive language & inappropriate chat
 Online grooming
 No report functionality 
 Focus on getting users to private chat 

applications (i.e. Discord)

A Focus On Discord

The Among Us experience can be enjoyed on 
computer and mobile devices, but the app itself 
only offers communication through text giving a 
limited user experience. YouTube and streaming 
personalities have popularised the use of voice 
chatting through Discord while playing Among 
Us to enhance the gameplay, inciting players 
to do the same. Players who are strangers 
commonly exchange Discord details to meet on 
private chat servers; a safe practise if a user only 
communicates about the game, but can quickly 
become confronting and uncomfortable if the 
conversation diverts to personal information.

How Do I Report A User?

Unfortunately at this time Among Us does not 
offer an option to report users.

How Do I Censor Chat?

Note: These steps are for Among Us mobile

1. Open up your Among Us app

2. Click circular cogwheel icon at bottom

3. Confirm that ‘Censor Chat’ is on, if not tap the 
button and activate the filter. The box around the 
button should be green.

It is worth highlighting that as easy as it is to turn 
on, the same can be said for turning it off.

Like any game, Among Us can be a positive 
social activity that keeps you connected. 
Just be mindful of screen time and be aware 
of who you are connecting with. We always 
encourage open conversations around privacy 
and personal safety.

carlyryanfoundation.com

App Fact Sheets available from 
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/KPGETCHV�KU�C�XKFGQ�ICOG�VJCV�CNNQYU�VJG�RNC[GT�VQ�DWKNF��FGUVTQ[�CPF�
ETGCVG�YJCVGXGT�VJG[�ECP�KOCIKPG��;QW�CTG�RNCEGF�QPVQ�C�OCR�VJCV�JCU�
CP�GPFNGUU�COQWPV�QH�TGUQWTEGU�HQT�VJG�RNC[GT�VQ�WUG�VQ�ETGCVG�CTOQWT��
YGCRQPU��DWKNF��ƂPF�HQQF�CPF�QVJGT�CEVKXKVKGU�KP�QTFGT�VQ�UWTXKXG�VJG�
GPXKTQPOGPV�CPF�VJG�OQPUVGTU�VJCV�KPJCDKV�VJG�CTGC��/KPGETCHV�ECP�DG�
RNC[GF�KP�UKPING�RNC[GT�OQFG��NQECN�OWNVKRNC[GT�OQFG�QT�KP�Minecraft 
Realms�YJKEJ�IKXGU�[QW�VJG�QRVKQP�VQ�RNC[�YKVJ�JWPFTGFU�QH�RNC[GTU�
QPNKPG�CV�QPG�IKXGP�VKOG��

/+0'%4#(6
#22 � (#% 6 5
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Age Rating in 
the App Store:
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/KPGETCHV�KU�UWKVCDNG�HQT�CIGU���CPF�CDQXG��
#NVJQWIJ��KV�KU�CNYC[U�C�IQQF�KFGC�VQ�OCMG�
UWTG�[QWT�EJKNF�KU�UWRGTXKUGF�CPF�WPFGTUVCPFU�
JQY�VQ�UVC[�UCHG�DGHQTG�IKXKPI�VJGO�CEEGUU�VQ�
C�ICOG�VJCV�CNNQYU�VJGO�VQ�EQOOWPKECVG�YKVJ�
UVTCPIGTU�
 
/KPGETCHV�4GCNOU

/KPGETCHV�4GCNOU�CNNQYU�[QW�VQ�RNC[�YKVJ�WR�VQ�����RNC[GTU�
at one time. Players can publicly and privately chat to each 
other over the inbuilt game chat feature which may lead 
to other apps being involved for communication, such as: 
&KUEQTF�CPF�6GCO5RGCM��6JG�KPDWKNV�EJCV�ECP�DG�FKUCDNGF�VQ�
CNNQY�VJG�WUGT�VQ�GPLQ[�QPNKPG�ICOKPI�YKVJQWV�VJG�WPYCPVGF�
communication with strangers.

*QY�6Q�&KUCDNG�+P�)COG�%JCV�

1.  .QI�QPVQ�/KPGETCHV�CPF�ENKEM�QP�n1RVKQPUo�QP�� �
the main screen.

2.� %NKEM�QP�n%JCV�5GVVKPIUo

3. %NKEM�n%JCV��5JQYPo�WPVKN�KV�TGCFU�� � �
‘Chat:Hidden’

%JCNNGPIGU

2NC[KPI�/KPGETCHV�KP�UKPING�RNC[GT�FQGU�PQV�RWV�VJG�WUGT�KP�
CP[�FCPIGT�HTQO�QVJGT�RNC[GTU��JQYGXGT�RNC[KPI�KP�/KPGETCHV�
4GCNOU�QT�OWNVKRNC[GT�OQFG�OC[�RWV�[QWT�EJKNF�CV�TKUM�QH�
inappropriate behaviour, harassment and other forms of 
online cyber bullying.

4GRQTVKPI�+PPCRRTQRTKCVG�$GJCXKQWT

7UGTU�YJQ�GPVGT�RWDNKEN[�LQKPCDNG�TGCNOU�CTG�UWDLGEV�VQ�VJG�
rules and regulations of the player who created the realm. 

Innappropriate behaviour is to be reported to the 
administrators of the realm--typically volunteers and 
in-game players--and will be actioned inhouse rather than 
VJTQWIJ�VJG�ETGCVQTU�QH�/KPGETCHV�

.KMG�CP[�QPNKPG�ICOG�/KPGETCHV�ECP�DG�C�RQUKVKXG�UQEKCN�
CEVKXKV[�VJCV�MGGRU�MKFU�EQPPGEVGF�VQ�VJGKT�HTKGPFU��,WUV�
be mindful of screen time and be aware of who they are 
connecting with. We always encourage open conversations 
around privacy and personal safety.

JHYS`Y`HUMV\UKH[PVU�JVT

App Fact Sheets available from 
the Carly Ryan Foundation. Please email:  
KPHQ"ECTN[T[CPHQWPFCVKQP�EQO

Age rating according to app provider

Carly Ryan Foundation Inc 2020



How does it work?

On Snapchat, users go by a handle. 
To add friends, you can upload your contacts, search for 
people you know or use the ‘Quick Add’ feature which 
suggests friends of friends or strangers easily. You can also 
automatically add someone by taking a picture of their 
“Snapcode,” a special QR code unique to each user. 

To begin a conversation every Snap starts with a photo or 
video. Snapchatters can layer text, emojis, doodles, and 
more on top, and choose how long they want the Snap to be 
displayed (up to 10 seconds, or until the receiver clicks off). 
Then, you can send the Snap to one or more friends. Stories 
is a feature that lets you string Snaps together into one 
longer narrative that stays available for 24 hours.

Be mindful who are you sharing images with and always 
remember that everything on the internet is permanent. 
Make sure you are happy for potentially anyone to see 
your snaps and share without permission.

Live Stories

Live Stories are compilations of Snaps submitted by 
Snapchatters from events and locations around the world. 
Discover allows you to explore channels from established 
publishers who curate their own content. The Discover screen 
in Snapchat also includes a selection of the day’s Live Stories.

Video and Text Chat

Snapchat also allows for one-on-one chat. Like Snaps, chats 
are cleared when a recipient leaves the Chat screen. But you 
always have the option to save a message you’d like to keep.

Lenses, Filters and Stickers

There are many ways to customise the look of your Snaps. 
Lenses add real-time special effects and sounds to a Snap. 
(KNVGTU�QHHGT�FKHHGTGPV�FGUKIP�QXGTNC[U��)GQ�ƂNVGTU�CTG�C�
RQRWNCT�YC[�VQ�EWUVQOKUG�[QWT�5PCR�CV�URGEKƂE�NQECVKQPU�QT�
events around the world. Stickers are colourful images and 
cartoons that give you additional ways to share content.

Snapchat is a popular messaging app that lets users exchange pictures and videos (called snaps) 
designed to disappear after they’re viewed.

SNAPCHAT
A P P  FA C T S

 TheCarlyRyanFoundation     @thecarlyryanfoundation   @TeamCarlyCRF

JHYS`Y`HUMV\UKH[PVU�JVT

12+
Age Rating in 
the App Store:

Memories

Memories is a private collection of the Snaps and Stories 
that you choose to save and that don’t disappear. You can 
use Memories to create new Stories and Snaps. You can also 
choose to store certain Memories in the password-protected 
“My Eyes Only” section, which is an important feature for 
parents to be aware of.

Snapcash

Snapchat’s payment feature is not for users under 18, but 
you should know about it so nobody “borrows” your debit 
card to pay someone back or receive money via Snapchat. 
Snapchat partnered with Square Inc., to enable users to link 
their Snapchat and debit card accounts to be able to make 
peer-to-peer payments for things like paying someone back 
for lunch.

Spectactles

Spectacles consists of sunglasses with a built-in video camera. 
The glasses light up to show that you are taking a Snap, 
VJKU�OC[�PQV�DG�QDXKQWU�VQ�GXGT[QPG�CV�ƂTUV�UQ�KH�[QWT�MKFU�
are using Spectacles, talk with them about protecting other 
people’s privacy by asking permission before recording them. 
You can connect the glasses directly to a phone via Bluetooth 
or WiFi to add videos to Memories.

Challenges

Snapchat is the number one application used for ‘sexting’ 
or ‘sending nudes’ between underage people. Users must 
be mindful of the social and legal consequences of sending 
images like these. If the user is under 18 years old it is illegal 
for them to produce, distribute or possess these types of 
images. 

Child abuse pictures are illegal if they are: 
 asked for;
 taken;
 received and kept; or
 sent, posted or passed around 

The maximum penalty for sharing child abuse material can be 
up to 15 years in jail this includes an offenders details placed 
on the sex offender register. 
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Privacy

Privacy settings that are available within Snapchat are the 
ability to restrict who can send a user photos or videos, 
‘snaps’. This can be enabled by going into the Settings 
menu, select ‘Who can send me snaps’, then select ‘My 
friends’. This will ensure only people the user knows will be 
able to connect with them via the application.
It is important to read the Snapchat privacy policy as it 
provides information about how the images and videos are 
stored and used. Users need to be aware that Snapchat has 
the right to reproduce, modify and republish photos and 
videos, and save them to the Snapchat servers, particularly 
in relation to the ‘Live Story’ feature.

Snap Map

The Map allows Snapchat users to see where their friends 
are, as long as these friends choose to share their locations 
with them. Location sharing with friends via the Map is 
optional and is off by default; however, if you submit a Snap 
to Our Story, it may appear publicly on the Map in the exact 
location it was taken. Once you opt-in, whatever audience 
you’re sharing with can see your live location updated, every 
time you open the Snapchat app, regardless of whether you 
send them or anyone else a Snap.

Location Sharing Options Include:
Only Me (Ghost Mode): 
Your location won’t be visible to anyone else on the Map. 
You can turn Ghost Mode on and off or opt to set a timer.

5GNGEV�(TKGPFU��%JQQUG�URGEKƂE�HTKGPFU�VQ�UJCTG�[QWT�
NQECVKQP�YKVJ��(TKGPFU�[QW�UGNGEV�CTGPoV�PQVKƂGF�YJGP�[QW�
choose them.

My Friends: Your location will be shared with all of your 
friends this includes friends you add in the future. 
This option doesn’t include people who’ve added you as a 
friend, but who you haven’t added back.

To edit your location settings, just tap the      button in 
the top-right corner of the Map screen. You can change 
who can see your location, or you can hide your location 
completely by going into Ghost Mode.

App Fact Sheets available from the Carly Ryan 
Foundation. Please email: info@carlyryanfoundation.com

How to block a user
 Go to your friends list.
 Hold the name of the offending user.
 Select ‘More’ on the menu that appears.
 Select ‘Block’ to stop receiving Snapchats from that

 person or pick ‘Remove Friend’ if you want to remove  
 them from your contacts.

How do I report abuse on Snapchat?

To report a Story on the web from your computer, click the 
button on the video, then click ‘Report’. 

Like any social media Snapchat can be a positive social 
activity that keeps kids connected to their friends. Just 
be mindful of screen time and be aware of who they are 
connecting with. We always encourage open conversations 
around privacy and personal safety.
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*QY�VQ�OCMG�[QWT�(CEGDQQM�RTQƂNG�RTKXCVG

5VGR�� 

1� %NKEM�QP�VJG�VJTGG�RCTCNNGN�NKPGU�CV�VJG�DQVVQO�TKIJV� 
 corner of the screen. 
�� 5ETQNN�VQ�VJG�DQVVQO�CPF�ENKEM�VJG�n5GVVKPIU���2TKXCE[o� 
� VCD�CPF�ENKEM�n5GVVKPIUo�
3� %NKEM�QP�VJG�6KOGNKPG�CPF�6CIIKPI�QRVKQP��
 You can control everything with regards to who  
 gets to post and tag on your Timeline and also  
 who can see it. Go through all seven options and  
 customise it for you. Activating Timeline review  
� KU�CNUQ�TGEQOOGPFGF��1PEG�[QWoXG�FQPG�VJKU�[QWT� 
 Timeline will only be viewable to the people you  
� EJQQUG�VQ�NQQM�CV�KV��

5VGR���

Go to the ‘Privacy’�VCD�KP�VJG�UGVVKPIU�RCIG��(CEGDQQM�
QHHGTU�[QW�UGXGTCN�FKHHGTGPV�QRVKQPU�UQ�[QW�ECP�CFLWUV�
GZCEVN[�JQY�RTKXCVG�[QW�YCPV�VQ�DG��%JGEM�[QWT�RTKXCE[�
UGVVKPIU�TGIWNCTN[��1HVGP�YJGP�(CEGDQQM�WRFCVGU�VJG�
UGVVKPIU�OC[�IQ�DCEM�VQ�RWDNKE�D[�FGHCWNV��

1VJGT�2TKXCE[�5GVVKPIU

6Q�OCPCIG�[QWT�RTKXCE[�QP�(CEGDQQM�
QP�C�EQORWVGT���
CEEGUU�VJG�RTKXCE[�UGVVKPIU�D[�ENKEMKPI�QP�VJG�FQYPYCTF�
facing arrow in the upper right-hand side of the page and 
select ‘Settings’��+P�VJG�NGHV�JCPF�EQNWOP��ENKEM� 
on ‘Privacy’. 

To access these settings on a mobile device select the 
three lines on the bottom right of your screen. Scroll down 
to ‘Settings & Privacy’. Here you can change a number of 
UGVVKPIU��4GUVTKEVKPI�YJQ�ECP�UGG�VJG�WUGTU�RTQƂNG 
and timeline.

(CEGDQQM�KU�C�UQEKCN�PGVYQTMKPI�UGTXKEG�YJGTG�OKNNKQPU�QH�RGQRNG�IQ�VQ�
KPVGTCEV�YKVJ�QVJGTU��(CEGDQQM�JCU�QXGT�QPG�DKNNKQP�CEVKXG�WUGTU��OQTG�VJCP�
JCNH�QH�VJGO�WUG�(CEGDQQM�QP�C�OQDKNG�FGXKEG��6JG�WUGT�ECP�ETGCVG�C�RGTUQPCN�
RTQƂNG�YKVJ�RJQVQU��NKUVU�QH�RGTUQPCN�KPVGTGUVU��EQPVCEV�KPHQTOCVKQP��CPF�QVJGT�
RGTUQPCN�KPHQTOCVKQP�YJKEJ�KU�UJCTGF�COQPI�VJGKT�EJQUGP�HTKGPFU�

(CEGDQQM�WUGTU�JCXG�VJG�CDKNKV[�VQ�KPVGTCEV�YKVJ�C�YKFG�TCPIG�QH�KPFKXKFWCNU��
6JTQWIJ�(CEGDQQMoU�PGYU�HGGF��WUGTU�JCXG�VJG�CDKNKV[�VQ�KPVGTCEV�KP�RWDNKE�
EQPXGTUCVKQPU�YKVJ�RGQRNG�YJQ�CTG�PQV�YKVJKP�VJGKT�HTKGPFU�NKUV�

# 2 2 � (# % 6 5

13+
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 TheCarlyRyanFoundation     @thecarlyryanfoundation   @TeamCarlyCRF

JHYS`Y`HUMV\UKH[PVU�JVT

App Fact Sheets available from 
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KPHQ"ECTN[T[CPHQWPFCVKQP�EQO

(#%'$11-

Under the ‘Who can see my stuff?’ section, users can 
OCPCIG�YJQ�KU�CDNG�VQ�CEEGUU�VJGKT�VKOGNKPG�CPF�RTQƂNG��
0GZV�VQ�‘Who can see your future posts?’��ENKEM�QP�‘Edit’ to 
ensure that ‘Friends’ is selected.

*QY�ECP�+�TGRQTV�C�HCMG�RTQƂNG!

+H�[QW�JCXG�C�(CEGDQQM�CEEQWPV�CPF�YCPV�VQ�TGRQTV�
someone that’s pretending to be you or someone 
[QW�MPQY�

 )Q�VQ�VJG�RTQƂNG�QH�VJG�KORGTUQPCVKPI�CEEQWPV�
 Click on the cover photo and select Report.
 Follow the on-screen instructions for impersonation  

� VQ�ƂNG�C�TGRQTV�

*QY�FQ�+�DNQEM�CPQVJGT�WUGT�QP�(CEGDQQM!

 Click at the top right of any Facebook page.
 Click Privacy Shortcuts.
 Click ‘How do I stop someone from bothering me?’
 Enter the name of the person you want to block and  

 click Block.
 5GNGEV�VJG�URGEKƂE�RGTUQP�[QW�YCPV�VQ�DNQEM�HTQO�VJG� 

 list that appears and click Block again.

Age rating according to app provider
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/GUUGPIGT�-KFU�KU�C�PGY�XGTUKQP�QH�VJG�RQRWNCT�CRR�/GUUGPIGT�YJKEJ�
CNNQYU�EJKNFTGP�VQ�DG�KP�C�UCHG�GPXKTQPOGPV�VQ�EQPPGEV�YKVJ�VJGKT�HTKGPFU�
CPF�HCOKN[��2CTGPVU�CTG�CNUQ�KP�EQPVTQN�QH�OCPCIGOGPV�GPUWTKPI�VJGKT�EJKNF��
ECP�EQOOWPKECVG�RQUKVKXGN[�CPF�UCHGN[��/GUUGPIGT�-KFU�KU�OCFG�UQ�VJG�
WUGT�FQGU�PQV�PGGF�C�RJQPG�PWODGT�VQ�ECNN�QT�VGZV�QVJGT�WUGTU�

/'55'0)'4�-+&5
#22 � (# % 6 5

6+
Age Rating in 
the App Store:

 TheCarlyRyanFoundation     @thecarlyryanfoundation   @TeamCarlyCRF

/GUUGPIGT�-KFU�KU�FGUKIPGF�HQT�MKFU�DGVYGGP�
VJG�CIGU�QH���CPF����[GCTU�QNF��&WG�VQ�75�
HGFGTCN�NCY�WUGTU�WPFGT�VJG�CIG�QH����ECPPQV�
NGICNN[�UKIP�WR�HQT�(CEGDQQM��UQ�VJKU�XGTUKQP�
QH�/GUUGPIGT�OWUV�DG�UGV�WR�VJTQWIJ�CP�CFWNV�
(CEGDQQM�CEEQWPV�

&QGU�/GUUGPIGT�-KFU�EQUV�CP[VJKPI!

/GUUGPIGT�-KFU�KU�HTGG�QP�VJG�CRR�UVQTG��#�RCTGPV�QT�
child simply needs to search for it in the search tab on the 
#RRNG�5VQTG�QT�#PFTQKF�/CTMGVRNCEG�CPF�ENKEM�nKPUVCNNo�QT�
‘download’.
 
5GV�WR�IWKFG�

1. &QYPNQCF�VJG�/GUUGPIGT�-KFU�CRR�VQ�[QWT�EJKNFoU�RJQPG�
or tablet.
2. Authenticate your child’s device using your own personal 
(CEGDQQM�NQIKP��
3. Create an account for your child by adding their name.
4. 2CTGPVCN�EQPVTQNU�
UWEJ�CU�CEEGUUKPI�FCVC�HTQO�[QWT�EJKNFoU�
account) are available in the Parent Portal on your main 
(CEGDQQM�CRR�

*QY�VQ�CFF�HTKGPFU!

���%NKEM�VQ�UGNGEV�[QWT�EJKNFoU�CEEQWPV
���%NKEM�n%JQQUG�%QPVCEVUo�

;QW�ECP�UGCTEJ�HQT�RGQRNG�[QWoF�NKMG�VQ�CFF�QT�UGNGEV�C�
ECVGIQT[�
GZCORNG��HCOKN[�OGODGTU��QVJGT�MKFU��[QWT�
HTKGPFU���VJGP�ENKEM�CFF��+H�[QW�ECPoV�ƂPF�QPG�QH�[QWT�EJKNFoU�
HTKGPFU��ENKEM�nKPXKVGo�VQ�UGPF�CP�KPXKVCVKQP�VQ�VJGKT�RCTGPV�UQ�
VJG[�ECP�FQYPNQCF�VJG�/GUUGPIGT�-KFU�CRR�

9JCV�VQ�FQ�KH�C�WUGT�KU�DWNN[KPI�QT�JCTCUUKPI�
Your child has the option to mute the conversation or to 
DNQEM�C�WUGT�KP�CP�KPUVCPV�KH�VJG[�HGGN�WPUCHG�QT�VJTGCVGPGF��
Alternatively, the parent can delete the contact so the child 
can no longer hear from this user. You can also report the 
WUGT�VQ�(CEGDQQM�YKVJKP�VJG�CRR�

/GUUGPIGT�-KFU�6KRU�

 /QPKVQT�YJQ�[QWT�EJKNF�EQPPGEVU�VQ

 -GGR�CP�QRGP�FKCNQIWG�YKVJ�[QWT�EJKNF�VQ�
GPUWTG�VJG[�CTG�GPLQ[KPI�VJG�CRRNKECVKQP�UCHGN[

 When adding friends, verify the user together to instill 
ETVKEKCN�VJKPMKPI�UMKNNU�KP�[QWT�EJKNF

.KMG�CP[�UQEKCN�OGFKC�/GUUGPIGT�ECP�DG�C�RQUKVKXG�UQEKCN�
CEVKXKV[�VJCV�MGGRU�MKFU�EQPPGEVGF�VQ�VJGKT�HTKGPFU��,WUV�
be mindful of screen time and be aware of who they are 
connecting with. We always encourage open conversations 
around privacy and personal safety.

JHYS`Y`HUMV\UKH[PVU�JVT

App Fact Sheets available from 
the Carly Ryan Foundation. Please email:  
KPHQ"ECTN[T[CPHQWPFCVKQP�EQO
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6Q�IGV�ƂNGU�KPVQ�[QWT 
2TKXCVG�%CNEWNCVQT
In the app itself, you can tap the ‘+’ sign to select 
Wi-Fi transfer, which gives you an IP address to 
type on your computer’s web browser. You can also 
KORQTV�ƂNGU�VJTQWIJ�[QWT�ECOGTC�TQNN�
RJQVQoU 
and videos).
Private Calculator can display and open a number of 
OGFKC�V[RGU��KPENWFKPI�RJQVQoU�
UWEJ�CU��LRGI���IKH��
�DOR�CPF��RPI�ƂNGU���XKFGQU�
�OR����CXK���OMX���YOX��
�ƃX���OWUKE�CPF�CWFKQDQQMU�
�OR����/KETQUQHV�1HƂEG�
ƂNGU�
�FQE���ZNU���RRV���QVJGT�CUUQTVGF�FQEWOGPVU�
�VZV��
�RFH��CPF�GXGP�FQYPNQCFGF�YGDUKVGU�
�JVO��

%JCNNGPIGU
Some of the concerns regarding this app are the 
fact that your child might potentially be hiding 
GZRNKEKV�RJQVQU��XKFGQU�QT�QVJGT�EQPVGPV�

If your child is under 18 years old it is illegal for 
them to produce, distribute or possess these 
types of images.
Child abuse pictures are illegal if they are:

 asked for;
 taken;
 received and kept; or
 sent, posted or passed around

 

6JG� ECNEWNCVQT��CRR� KU� CP� CRRNKECVKQP� VJCV� KU�FGUKIPGF� VQ�JGNR� VJG�WUGT� JKFG�
RJQVQU�CPF�XKFGQU�DGJKPF�VJG�CRRNKECVKQPU�UETGGP�

6JKU�CRRNKECVKQP�CRRGCTU�VQ�NQQM�NKMG�C�ECNEWNCVQT��DWV�WRQP�GPVGTKPI�C�RCUUEQFG�
KV�QRGPU�WR�C�RTKXCVG�XCWNV�YJGTG�ƂNGU�CTG�UVQTGF�UGEWTGN[�CPF�ECPPQV�DG�XKGYGF�
KP�VJG�K2JQPG�QT�#PFTQKFU�FGHCWNV�ECOGTC�TQNG�

6JG�OCZKOWO�RGPCNVKGU�HQT�EJKNF�CDWUG�OCVGTKCN�
ECP�DG�WR�VQ����[GCTU�KP�LCKN�CPF�DGKPI�RNCEGF�QP�
VJG|UGZ�QHHGPFGT�TGIKUVGT��6JG�OCZKOWO�RGPCNV[�
HQT�CP�CEV�QH�KPFGEGPE[�KU���[GCTU�KP�LCKN�KH�VJG�
RGTUQP�KP�VJG�RKEVWTG�KU�WPFGT����|+H�VJG�RGTUQP�KU�
QXGT�����VJG�OCZKOWO�RGPCNV[�KU����OQPVJU�KP�LCKN�

9JCV�ECP�RCTGPVU�FQ�VQ�MGGR�VJGKT�
MKFU�UCHG�QP�ECNEWNCVQT��CRR!

 Consider deleting this app
 Remind your kids that everything is public
 Have a dialog with your kids about  

 sexting and sending inappropriate photos  
 to others

 Explain to your kids that they should be  
 careful with sharing their photos with  
 anyone, as they can be forwarded

It is important to have open honest 
EQOOWPKECVKQP�YKVJ�[QWT�EJKNF�TGICTFKPI�UGZVKPI��

We always encourage open conversations around 
privacy and personal safety.

%#.%7.#614�
#22 � (#% 6 5

4+
Age Rating in 
the App Store:

 TheCarlyRyanFoundation     @thecarlyryanfoundation   @TeamCarlyCRF

JHYS`Y`HUMV\UKH[PVU�JVT

App Fact Sheets available from 
the Carly Ryan Foundation. Please email:  
KPHQ"ECTN[T[CPHQWPFCVKQP�EQO

Age rating according to app provider

Carly Ryan Foundation Inc 2020



9JCV�KU�6YKVEJ!

The leading live streaming platform where people play games, 
OCMG�ETCHVU��CPF�UJQYECUG�VJGKT�FC[�VQ�FC[�NKXGU��CVVTCEVU�QXGT�
two million broadcasters every month. The number grows 
GCEJ� [GCT�� VJCPMU� KP�RCTV� VQ�JQY�GCU[� KV� JCU�DGEQOG� VQ� NKXG�
UVTGCO��CPF�RNCVHQTOU�NKMG�(CEGDQQM��+PUVCITCO�CPF�;QW6WDG�
also increasingly encourage people to share and watch live 
stories. With the push of a button on your game console or 
RJQPG�� [QW� ECP� UJCTG� YJCVGXGT� [QWoTG� FQKPI� CV� VJCV� GZCEV�
OQOGPV�YKVJ�HTKGPFU�CPF�UVTCPIGTU�CNKMG��6JG�TKUG�QH�RQRWNCT�

CPF� RTQƂVCDNG�� KPƃWGPEGTU� QP� RNCVHQTOU� NKMG� ;QW6WDG� CPF�
6YKVEJ�JCU�CNUQ�OCFG� VJG� KFGC�QH�DGKPI�CP�QPNKPG� KPƃWGPEGT�
aspirational. Some parents note that their children pretend 
VQ�WPDQZ�VQ[U�VQ�C�PQPGZKUVGPV�CWFKGPEG��CPF�VGCEJGTU�TGRQTV�
that their students often say they want to pursue YouTubing 
as a career.

If live streaming is a practice, the person behind the camera 
is the product. While there are things you can practice and 
improve, your popularity as a streamer comes down to whether 
QT�PQV�RGQRNG�NKMG�[QW�QT�ƂPF�[QW�KPVGTGUVKPI�
 
%JCNNGPIGU

Live streaming can be a fun activity, but not being able to edit 
your content at a later stage poses challenges. Whatever you 
say is out there for good, and users should be conscientious of 
the dialogue they use. 

%JQQUKPI�LWUV�VQ�UVTGCO�VJG�ICOG�KU�VJG�UCHGUV�RQUUKDNG�QRVKQP�
available, adding in live video streaming of yourself can open 
WR�EJCNNGPIGU�YKVJ�CEEKFGPVCN�NGCMKPI�QH�RGTUQPCN�KPHQTOCVKQP��
+V�CNNQYU�CP[QPG�CPF�GXGT[QPG�VQ�UGG�YJCV�[QW�NQQM�NKMG�CPF�
your personal enviroment. Be wary of accidentally leaving 
RGTUQPCNN[�TGXGCNKPI�QDLGEVU�KP�HTCOG�
K�G��C�UEJQQN�WPKHQTO��QT�
a letter with an address). Ensure that you have conversations 
YKVJ�[QWT�[QWPI�RGTUQP�CDQWV�RQVGPVKCN�TKUMU�KPXQNXGF��UWEJ�CU�
stranger contact, potential bullying or their information being 
VCMGP�CFXCPVCIG�DGHQTG�NGVVKPI�VJGO�NKXGUVTGCO��

5GZWCNKUGF�%QPVGPV

6JGTG�KU�C�RTGXCNGPV�UWDEWNVWTG�QH�UGZWCN�CPF�NGYF�DGJCXKQWT�
RQRWNCT� VJCPMU� VQ� VJG� CDKNKV[� VQ� UGPF� OQPGVCT[� FQPCVKQPU�
to streamers. Users have found other ways around the new 
clothing guidelines, wearing revealing attire, or acting 
salaciously.

6YKVEJ|KU�C|NKXG�UVTGCOKPI�XKFGQ|RNCVHQTO�QYPGF�D[�6YKVEJ�+PVGTCEVKXG��C�UWDUKFKCT[�QH|#OC\QP��6JG�
UKVG�RTKOCTKN[�HQEWUGU�QP�XKFGQ�ICOG�NKXG�UVTGCOKPI��KPENWFKPI�DTQCFECUVU�QH|G5RQTVU|EQORGVKVKQPU��
KP�CFFKVKQP�VQ�OWUKE�DTQCFECUVU��ETGCVKXG�EQPVGPV��CPF�OQTG�TGEGPVN[��pKP�TGCN�NKHGq�UVTGCOU��%QPVGPV�
QP�VJG�UKVG�ECP�DG�XKGYGF�GKVJGT�NKXG�QT�XKC|XKFGQ�QP�FGOCPF�

%JCV�4QQOU���2TKXCVG�/GUUCIGU�

6YKVEJ� CNNQYU� KVU� XKGYGTU� VQ� LQKP� KP�QP� VJG� EQPXGTUCVKQP�YKVJ�
EJCV�TQQOU��/CP[�6YKVEJ�EJCPPGNU�CTG�MPQYP�HQT�VJGKT�QHHGPUKXG�
JWOQWT� CPF� VJQWUCPFU� VCMG� VJG� QRRQTVWPKV[� VQ� URGY� TCEKUV�
bigotry, insults, and other hate speech. 

6YKVEJ� JCXG� TGNGCUGF� CP| n#WVQ/QFo| HGCVWTG� YJKEJ� ECP� DG�
GPCDNGF�QP�EJCPPGNU�VQ�DNQEM�EGTVCKP�QHHGPUKXG�YQTFU�DGHQTG�
they are published, although there are ways around such 
features, such as deliberately misspelling banned terms.

6JGTG� KU� CNUQ� C� n9JKURGTo� HGCVWTG�� YJKEJ� CNNQYU� [QW� VQ� VCNM�
privately with other users. This allows people to share messages 
in secret to members of a channel or chat room, which could 
allow for cyberbullying, grooming or other malicious activity.

9JCV�ECP�RCTGPVU�FQ�VQ�MGGR�VJGKT�MKFU�UCHG!

9G� CNYC[U� CFXQECVG� HQT� EQOOWPKECVKQP� ƂTUV�� &KUEWUUKPI�
these issues with your child is the best way to reach a mutual 
WPFGTUVCPFKPI�CDQWV�YJCV� KU�CPF�KUPoV�QMC[� KP�[QWT�HCOKN[�QT�
community.

If you don’t want to restrict Twitch in your home, there are 
UQOG�UVGRU�[QW�ECP�VCMG�VQ�OKPKOKUG�VJG�TKUMU�

 Ensure you know what channels your child is subscribing 
and watch a snippet of their content.

 Immediately block any strangers that try to send personal 
messages, or ask your child for any information on themselves.

 Don’t let preteens watch Twitch content unsupervised.

69+6%*
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6GNGITCO�KU�C�OGUUCIKPI�CRR�YKVJ�C�HQEWU�QP�URGGF�CPF�UGEWTKV[��
KVoU�UWRGT�HCUV��UKORNG�CPF�HTGG��;QW�ECP�WUG�6GNGITCO�QP�CNN�[QWT�
FGXKEGU�CV�VJG�UCOG�VKOG�t�[QWT�OGUUCIGU�U[PE�UGCONGUUN[�
CETQUU�CP[�PWODGT�QH�[QWT�RJQPGU��VCDNGVU�QT�EQORWVGTU�

6'.')4#/
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6GNGITCO�KU�C�HTGG�VGZVKPI�CRRNKECVKQP�YKVJ� 
\GTQ�CFXGTVKUGOGPVU�

#NN�VJG�VGZVU�CPF�RJQPG�ECNNU�CTG�GPET[RVGF�VJTQWIJ�
6GNGITCO��CPF�[QW�ECP�UGPF�CDUQNWVGN[�CP[�ƂNG�V[RG�[QW�
want — even large ones up to 1.5 GB. This is unique to 
OQUV�OGUUCIKPI�CRRU�VJCV�UWRRQTV�KOCIG�CPF�XKFGQ�ƂNGU�

The messages are synced across all supported devices 
DGECWUG�VJG�OGUUCIGU�CPF�ƂNGU�CTG�UVQTGF�KP�VJG�ENQWF��
;QW�ECP�FGNGVG�VGZVU�YJGPGXGT�[QW�YCPV�CPF�OCMG�UGETGV�
chats that dissolve messages on a timer. 

%JCNNGPIGU

You can address up to 5,000 of your closest friends in one 
single group message. 

Secret Chats are possible and encouraged. The app 
GZRNCKPU�JQY�VQ�ETGCVG�C�5GETGV�%JCV�OGUUCIG�s�VJGUG�
messages are not available in the cloud and cannot 
DG�CEEGUUGF�QP�QVJGT�FGXKEGU�s�QPN[�VJG�UGPFKPI�CPF�
receiving device can access the content of the messages.

If your child uses this, it should be with no usernames 
CPF�LWUV�DGVYGGP�HCOKN[�OGODGTU�CPF�VTWUVGF�HTKGPFU��
JQYGXGT��VJKU�CRR�OCMGU�VJGUG�FGVCKNU�FKHƂEWNV�VQ�OQPKVQT�
and enforce. The app was clearly created for adult 
interaction. The secretive nature of this app lends itself 
to inappropriate and questionable content sharing and 
behavior. The ability to connect with total strangers 
with the added option for secret environments and 
EQPXGTUCVKQPU�KU�GZVTGOGN[�TKUM[�CPF�RTQDNGOCVKE�HQT�VGGPU�

*QY�FQ�+�DNQEM�QP�6GNGITCO!

1RGP�VJG�6GNGITCO�CRR�QP�[QWT�#PFTQKF� The Telegram 
KEQP�NQQMU�NKMG�C�YJKVG�RCRGT�RNCPG�KP�C�DNWG�EKTENG�

 Tap the three horizontal lines icon.
 Tap Contacts on the menu.
 Select the contact you want to block.
� 6CR�[QWT�EQPVCEVoU�PCOG�QT�RTQƂNG�RKEVWTG��
 Tap the three dots icon.
 Tap Block on the menu.
 Tap OK in the pop-up.

*QY�FQ�+�FGNGVG�O[�6GNGITCO�CEEQWPV!

+15
 Go to https://my.telegram.org/auth?to=deactivate
 Enter Telegram associated Phone number.
� %QPƂTOCVKQP�EQFG�UGPFU�VQ�[QWT�6GNGITCO�CEEQWPV�
� 'PVGT�VJG�EQPƂTOCVKQP�EQFG�
 Click on Deactivate account option.
 Under Delete your account option click on Done.
 Click on Yes, delete my account button.

#PFTQKF
 Go to https://my.telegram.org/auth?to=deactivate
 Type your phone number.
 Tap Next.
� 6[RG�VJG�EQPƂTOCVKQP�EQFG�
 Tap Sign In.
 Tap Deactivate account.
 Tap Done.
 Tap Yes, delete my account.
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#RGZ�.GIGPFU�KU�C�HTGG�VQ�RNC[�QPNKPG�DCVVNG�TQ[CNG�ICOG�YJGTG�WUGTU�FTQR�KPVQ�C�OCR�KP�VJG�JWPV�HQT�
YGCRQPU�CPF�GSWKROGPV��6JG�WUGTU�VJGP�JWPV�GCEJ�QVJGT�FQYP�KP�VJG�JQRG�VQ�DGEQOG�PWODGT���� 
2NC[GTU�ECP�GKVJGT�RNC[�D[�VJGOUGNXGU��KP�RCKTU�QT�KP�C�USWCF�QH�VJTGG��

#RGZ�YCU�TGNGCUGF�HQT�/KETQUQHV�9KPFQYU��2NC[5VCVKQP����CPF�:DQZ�1PG�QP�(GDTWCT[���������CPF�
TGIKUVGTGF����OKNNKQP�RNC[GTU�KP�VJGKT�ƂTUV�YGGM��(QTVPKVG�VCMKPI�VYQ�YGGMU�VQ�TGCEJ�VJCV�UCOG�PWODGT��
#RGZ�.GIGPFU�KU�UKOKNCT�VQ�(QTVPKVG�KP�VJG�YC[�VJCV�VJG�ICOG�KU�HTGG�VQ�FQYPNQCF�CPF�CXCKNCDNG�HQT�
GXGT[QPG��7UGTU�CNUQ�JCXG�VJG�EJQKEG�VQ�DW[�EQUOGVKE�KVGOU�
OKETQ�VTCPUCEVKQPU��YJKEJ�CNNQY�VJGKT�
EJCTCEVGT�VQ�NQQM�WPKSWG�VQ�QVJGTU�

#2':�.')'0&5
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%JCNNGPIGU
Users are able to connect with other random users around the 
world through their in-game voice chat feature. This poses 
potentially inappropriate contact between users.

$G�CYCTG�KH�[QWT�EJKNF�JCU�CEEGUU�VQ�C�DCPM�ECTF��QT�DCPM�ECTF�
details that have been previously saved onto a device as they may 
be able to purchase in-game cosmetic items through the games 
in-game micro transaction store.

*QY�FQ�+�TGRQTV���WPHTKGPF�CPQVJGT�WUGT!
Users can report other users for harassment, inappropriate 
NCPIWCIG��DWNN[KPI�CPF�JCEMKPI�DWV�KV�JCU�VQ�DG�FQPG�GZVGTPCNN[�

6Q�4GRQTV
&WG�VQ�PQ�KP�ICOG�TGRQTVKPI�U[UVGO��#RGZ�RNC[GTU�OWUV�ƂNG�C�
report through EA’s website (https://help.ea.com/en/contact-us/) 
CPF�ƂNG�C�ENCKO�YKVJ�YJCVGXGT�GXKFGPEG�VJG[�CTG�CDNG�VQ�RTQXKFG��
EA will then contact them after their assessments.

#�HGY�JGNRHWN�VKRU�YJGP�TGRQTVKPI�RNC[GTU�
/CMG�UWTG�VQ�KPENWFG�VJG�RNC[GT
U��HWNN�KP�ICOG�PCOG��URGNNGF�CU�
CEEWTCVGN[�CU�RQUUKDNG��+H�KV�NQQMU�NKMG�VJG�RNC[GT�KU�WUKPI�WPWUWCN�
or uncommon characters in their in-game name, screenshots 
CTG�VQVCNN[�CEEGRVCDNG�FQEWOGPVCVKQP��5ETGGPUJQVU���XKFGQ�CTG�
incredibly useful tools for validation.

7PFGTUVCPFKPI�VJG�KP�ICOG�UVQTG�
#RGZ�.GIGPFU�KU�HTGG�VQ�RNC[��DWV�KVoU�OQPGVK\GF�YKVJ�C�NQQV�DQZ�
U[UVGO�VJCV�KU�UKOKNCT�VQ�VJCV�QH�1XGTYCVEJ��6JG�DKIIGUV�FKHHGTGPEG��
HQT�PQY��KU�VJCV�VJG�NQQV�DQZGU�KP�#RGZ�.GIGPFU�EQUV�OQTG��CPF�
they’re not as good.

6JG�NQQV�DQZGU�QH�#RGZ�.GIGPFU�CTG�ECNNGF�#RGZ�RCEMU��CPF�GCEJ�
one contains three items. Loot can be of common, rare, epic or 
NGIGPFCT[�SWCNKV[��CPF�CV�NGCUV�QPG�KVGO�KP�GCEJ�RCEM�YKNN�DG�TCTG� 
or better.

'CEJ�#RGZ�2CEM�QHHGTU�VJG�HQNNQYKPI�MKPFU�QH�NQQV��EJCTCEVGT�
UMKPU��YGCRQP�UMKPU��DCPPGT�HTCOGU�
C�HTCOG�CTQWPF�VJG�EJCTCEVGT�

QP�VJG�NQCF�UETGGP�CPF�QP�VJG�DQZ�VJCV�FTQRU�YJGP�C�RNC[GT�
FKGU���DCPPGT�RQUGU��UVCV�VTCEMGTU��SWKRU�
XQKEG�NKPGU���ƂPKUJKPI�
CPKOCVKQPU�CPF�ETCHVKPI�OGVCNU�
OGVCNU�VJCV�FTQR�KP�UOCNN�
COQWPVU�CU�NQQV��ETCHVKPI�C�NGIGPFCT[�YGCRQP�QT�UMKP�EQUVU 
������%TCHVKPI�/GVCNU��

None of these items will affect in-game performance; they are 
RWTGN[�EQUOGVKE��6JG�NGIGPFCT[�EJCTCEVGTU�UMKPU�CTIWCDN[�IKXG�
VJG�EQQNGUV�XKUWCN�WRITCFGU��YJKNG�YGCRQP�UMKPU��ƂPKUJGTU��CPF�
banner frames offer a descending amount of in-game prestige 
among opponents.
  
;QW�ECP�QPN[�IGV�C�VQVCN�QH����HTGG�DQZGU�HTQO�NGXGNNKPI�WR�KP�VJG�
ICOG��CPF�KH�[QW�YCPV�OQTG��[QW�JCXG�VQ�DW[�VJGO�YKVJ�#RGZ�
Coins, a premium currency that you buy with real money. You can 
CNUQ�IGV�GZVTC�EWTTGPE[�HQT�DW[KPI�KP�NCTIGT�KPETGOGPVU��YJKEJ�KU�
C�EQOOQP�VCEVKE�WUGF�D[�ICOGU�YKVJ�RTGOKWO�EWTTGPE[�VQ�OCMG�
RNC[GTU�URGPF�CU�OWEJ�CU�RQUUKDNG�CU�SWKEMN[�CU�RQUUKDNG�

'#�CPF�4GURCYP�UGNN�#RGZ�%QKPU�KP�VJGUG�DWPFNGU�

 1,000 AC for $10 (100 coins per dollar)
 2,150 AC for $20 (107.5 coins per dollar)
 4,350 AC for $40 (108.75 coins per dollar)
 6,700 AC for $60 (111.66 coins per collar)
 11,500 AC for $100 (115 coins per dollar)

Please note: dollars are US, Australian conversion will apply 
in-game.

;QW�ECP�CNUQ�DW[�UMKPU�C�NC�ECTVG�HTQO�C�TQVCVKPI�UGNGEVKPI�UETGGP�
VJCV�QHHGTU�QPG�NGIGPFCT[�EJCTCEVGT�UMKP�CPF�VYQ�NGIGPFCT[�IWP�
UMKPU�RGT�YGGM��;QWoNN�RC[�HQT�VJG�RTKXKNGIG�JQYGXGT��'CEJ�UMKP�
EQUVU�������#RGZ�%QKPU��YJKEJ�KU�TQWIJN[�GSWKXCNGPV�VQ�����
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*QY�&QGU�*QWUGRCTV[�9QTM!

When starting an account with Houseparty, the app 
YKNN�CUM�WUGTU�VQ�CNNQY�CEEGUU�VQ�VJGKT�PQVKƂECVKQPU��
OKETQRJQPG� �� ECOGTC� CPF� NQECVKQP� UGTXKEGU� VQ�
IQ� HQTYCTF� YKVJ� VJGKT� RTQƂNG�� 6Q� IGV� EQPPGEVGF��
*QWUGRCTV[� YKNN� CUM� VQ� GKVJGT� EQPPGEV� (CEGDQQM�
and/or Snapchat contacts and then begin adding 
them to a users Houseparty contacts. Alternatively, 
WUGTU�ECP�ENKEM�VJG�no�KEQP�CV�VJG�VQR�TKIJV�CPF�CFF�
friends by searching their username.

1PEG�VJG�CRR�JCU�QRGPGF��C�WUGTU�nTQQOo�
WPNGUU�
NQEMGF��KU�QRGP�HQT�CP[QPG�QP�VJGKT�EQPVCEV�NKUV�VQ�
LQKP��9JGP�C�HTKGPF�LQKPU��HTKGPFU�QH�VJGKTU�ECP�LQKP�
VQQ��6JG�OCZKOWO�PWODGT�QH�WUGTU�VJCV�ECP�GPVGT�
a room is eight. 

1P� VQR� QH� *QWUGRCTV[oU� TQQO� HGCVWTG�� WUGTU� ECP�
CNUQ� TGEGKXG�PQVKƂECVKQPU�YJGP� HTKGPFU�CTG�QPNKPG��
can play games, privately message users and send 
n(CEGOCKNUo�
XKFGQ�OGUUCIGU��VQ�VJGKT�HTKGPFU�NKUV�

.QEMKPI�;QWT�4QQO

#U�VJG�PCOG�UWIIGUVU��*QWUGRCTV[�KU�C�XKTVWCN�XGTUKQP�QH�C�DKI�IGV�VQIGVJGT��+H�[QWT�HTKGPFU�CTG�pKP�
VJG�JQWUGq��[QW�ECP�EJCV�VQ�VJGO�QPG�QP�QPG��QT�[QW�ECP�ICVJGT�C�ITQWR�KP�C�TQQO�VQ�VCNM�QT�RNC[�
ICOGU��GKVJGT�NQEMKPI�VJCV�TQQOoU�FQQT�QT�NGCXKPI�KV�QRGP�HQT�PGY�RGQRNG�VQ�YCNM�KP�CPF�LQKP�[QW�

*QY�&Q�+�$NQEM�4GRQTV�#�7UGT!
    
1.�1P�VJG�VKVNG�UETGGP��VCR�VJG�WUGTU�PCOG
2.�9JGP� VJG�PGY� VCD�QRGPU�� ENKEM� VJG�EQI�YJGGN�
PGZV�VQ�VJG�WUGTU�PCOG
���%NKEM�VJG�$NQEM�4GRQTV�QRVKQP�QP�VJG�PGY�RQR�
up

*175'2#46;
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n.QEMKPI� [QWT� TQQOo�
prevents anyone from 
entering the users room, 
unless personally invited. 
For younger users, we 
highly recommend they 
MGGR� VJGKT� TQQOU� NQEMGF�
and only invite users they 
MPQY�RGTUQPCNN[�

1.�1RGP�*QWUGRCTV[�CRR

2.� *QXGT� [QWT� ƂPIGT� QP�
top of the Houseparty 
title and drag down

���6CR�VJG�QRGP�RCFNQEM�
icon in the middle at the 
bottom

%JCNNGPIGU

 Private text & video messaging
 No established privacy settings
 Stranger contact via mutual friends in a room
 Hiding identity via the ‘disable camera’ feature

Additionally, you 
can also choose the 
QRVKQPU��p)JQUVKPIq��
p+P�6JG�*QWUGq�CPF�
p7PHTKGPFq�

In The House: When 
switched on, you 
TGEGKXG�C�PQVKƂECVKQP�
when this user is 
online

Ghosting: When 
switched on, this 
selected user will not 
TGEGKXG�PQVKƂECVKQPU�
when you are online.

Unfriend: Remove 
user from contacts

*QWUGRCTV[�ECP�DG�C�RQUKVKXG�UQEKCN�CEVKXKV[�VJCV�MGGRU�WUGTU�
connected to their friends. Be mindful of screen time and 
aware of who you are connecting with. We encourage open 
conversations around privacy and personal safety.
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